Setting up OPC UA on Simatic S7-1200

Accessing data by enabling the integrated OPC UA Server
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Requirements

PLC Firmware

>v4.4

SIEMENS Totally Integrated Automation Device:
CPU 1212C AC/IDCIRly
Article no.: | 6ES7 212-1BE40-0XBO |
Version: V4 4 kd
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Check firmware and download image from web

* Example — firmware image for PLC S7-1212C AC/DC/Rly:
https://support.industry.siemens.com/cs/document/107539957/firmware-update-f%C3%BCr-

cpu-1212c-ac-dc-relais-8di-6do-2ai

* Online Access

* Select network adapter
» Accessible device (XXX.XXX.XXX.XXX)
* Online & diagnostics

¢ Check firmware
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» 1) ThinkPad USB-C Dock Ethernet ] Reset to factory settings
» [} Hyper-V Virtual Ethernet Adapter |5 Fotmat mematy carc
v [7]) surface Ethernet Adapter L Module information
#72 Update accessible devices :
B Display more information name \'CPUcommon
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» g Program blocks
» [ Technology objects
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https://support.industry.siemens.com/cs/document/107539957/firmware-update-f%C3%BCr-cpu-1212c-ac-dc-relais-8di-6do-2ai

Download Firmware onto PLC

Diagnostics [l > Pc

General A
< - Online data
Diagnostic status

Diagnostics buffer Article number: | 6ES7 212-1BE40-0XBO

Cycle time =
Memory : Va2t
» PROFINETinterface [X1] Name: [cPUcommon [192.168.1.242]
Functions
Assign IP address Rack ‘0 3
Settime ot
¥ Firmware update . . |
PLC
Local modules
Assign PROFINET device na... Firmware loader
Reset to factory settings
Format memory card ‘ Firmware file: |C:\Users\johanneskinzig\Downloads\FWUPDATE.S7SI6ES7 212-1BE40-0XBO V04.04.01.upd [+] [ erowse |
E‘ Firmware version: 1
';\ Suitable for modules with: A ricle number Firmware version and higher

[l 6ES7 212-1BE40-0XBO V4.0.0

Status: |

Run firmware after update

Run update |
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Firmware file: }_C:\U:er:A\rjﬂohanneskinzirg”\DownIoad:\FVvUPDATE.S?S'.GES? 212-1BE40-0XBO V04.04.01.upd

The firmware V 4.4.1 was transferred successfully to module
CPUcommon [192.168.1.242] with article number 6ES7
212-1BE40-0XB0 and activated on the module.

Status: [The firmware V 4.4.1 was transferred successfully to module CPUcommon [192.168.1.242] wi

and activated on the module




Validate installed firmware

- Diagnostics

General

Diagnostic status
Diagnostics buffer
Cycle time
Memory
» PROFINETinterface [X1]
Functions
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Set new firmware version in TIA project (1/2)

Devices

&' lopology view

¥ _] SRC-Demo-Simatic
B¢ Add new device

g Devices & networks
~ [ PLC_S$7-1200 [CPU 1212C AC/IDCIRI]

i u" Device =u_nﬁgurnﬁ$n . o

%| Online & diagnostics
~ g Program blocks

‘5 Add new block

& Main [0B1]
[ Technology objects
[} External source files
(& PLC tags

% Showall tags

I Add new tag table

3¢ Default tag table [28]
[ PLC data types
133 Watch and force tables
(&} Online backups

4

[ Traces

v v v wow

[, Device proxy data
0% Program info
E] PLCalarm text lists

> [[l Local modules
» i Ungrouped devices
Security settings
» [§§ Common data
Documentation settings

3 f?g Languages & resources
¥ (3 Online access

f Displayhide interfaces
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3 Device overview
~
[— ¥?| .. Module

i | Details view

MName

Time synchronization
Operating mode
« Advanced options
Interface options
~ Real time settings

10 communication
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Article number:

Firmware version

¥ PLC S7
DIg
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HSC
v HSC
I HSC
Puls
Puls
Pul
Puls
F pn
v
<[ w [>][100% w5 & B<]
& Properties by
J General H 10 tags || System constants H Texts
~ General [a i ot .
Project information 00 NTorTaton
Catalog information
identification & Maintenance Short designation: [ CPU 1212C ACDCIRly
SRS Description: | Work memory 75 KE; 1201240VAC power supply with DI8 x 24VDC SINKISOURCE, DQ&
~ PROFINETinterface [X1] speed counters (expandable with digital signal board) and 4 pulse outputs on boar
General up to 3 communication modules for serial communication; up to 2 signal modules
instructions; PROFINET interface for programming, HM and PLC to PLC communicatic
Ethernetaddresses

[6E57 212-1BE40-0XB0

: [va3

| Change firmware version ]

TIA v16 required to set firmware > v4.4

for project
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Set new firmware version in TIA project (2/2)

» [ CPU 1215FC DCINCIRIY 4
v | Information
Device: [
CPU 1212C AC/IDCIRIy 1
Article no.: | 6ES7 212-1BE40-0XBO ]
Version:

V44 o

Description:

Work memory 75 KB; 120/240VAC power supply with DI8 x 24VDC
SINKISOURCE, DQ6 x relay and A2 on beard; 4 high-speed
counters (expandable with digital signal board) and 4 pulse
outputs on board; signal board expands on-board I/O; up to 3

v'_Project SRC-SimaticS7-Demo created.
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<| [l | 2| |100%
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General H 10 tags H System constants H Texts l

» General E— Catalog information
» PROFINETinterface [X1] B
» DI8IDQ 6
s Q Short designation: |CPU 1212C ACIDCIRly

S - Description: |Work memory 75 KB; 120/240VAC power supply with DI8
» High speed counters (HSC) - board; 4 high-speed counters (expandable with digital
» Pulse generators (PTO/PWM)

Startup
Cycle

Communication load

System and clock memory

Web server

Multilingual support

Time of day

Protection & Security

|

B

T vall | aal

Article number

Firmware version
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board expands on-board I/O; up to 3 communicaticn mo
modules for I/0 expansion; PROFINET IO controller, I-devi
Communication, S7 communication, Web server, OPC U/

: | 6ES7 212-1BE40-0XBO

: |vas

{ Change firmware version |

| Update module description |




OPC UA settings available in device properties

<| m | 1> | [100% hed  ——§—— @<

1 )

| & Properties  |%i} Info y]li.J Diagnostics

J General H 10 tags ” System constants ” Texts

General ‘Al | General

PROFINET interface [X1] ]
DI 8/DQ 6
Al2

OPC UA application name

Application name: |rSIMATIC.S7-1 200.0PC-UA Application:PLC_1

High speed counters (HSC)
Pulse generators (PTO/PWM)
Startup

h i dh A B 2S 4

‘ General user management

Cycle

Communication load the settings options of the security settings.

A

{ System and clock memory
» Web server

Note: |User management via the project security settings is only enabled if the project status is set to protected with

Multilingual support

Tl

Time of day

m
X
v
X
)
¥
L
D
D
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» Protection & Security

Morcu

Server

General

R ‘ > General

General (
Options Accessibility of the server

» Security

» Advanced configuration [z [ Activate OPC UA server

—
<| fm s
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