KA

e e e a ‘A

e e e ———

)
|
| ¢
4 — e
d
[
i
7-:7-5
e
G
i
(|
5 -
EIE
il — o
"“-(‘ 5
b -
i
— Bl

o

th
8
| B 3
‘-l
L.
B-s;;
/.
.
.
B
B
2

2
o1&
.
LI
I
A
—
i

Accessing data on a Simatic S7-1200/1500 using Python

Accessing data securely by configuring the integrated OPC UA Server

read in your web browser
www.spektrum-engineering.de Spektrum Engineering 1 S E



https://siincos.de/index.php/de/blog/steuerungstechnik/programmierung/31-auslesen-prozessdaten-s7-1200-s7-1500-opc-ua-und-python

TOC

1. Enabling and setting up OPC UA in TIA Project
a) Setting up security mechanisms based on X.509 certificates to enable authentication and encryption in TIA Portal

b)  Setting up general PLC security mechanisms

2. Installing python-opcua and opcua-client using pip (on Windows)

a) Install clients and test installation

b) Create client certificate in TIA Portal for Python client

3. Accessing data on the SIMATIC S7-1200/S7-1500
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PLC Configuration in TIA Portal
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Network Topology

TCP/IP Ethernet

OPC UA Client (Python): OPC UA Server:
IP Adresse: XXX.XXX.XXX.XXX IP Adresse: XXX.XXX.XXX.XXX

www.spektrum-engineering.de Spektrum Engineering 4



Enable OPC UA Server in TIA Project
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Purchase OPC UA License from
Siemens Industry Mall and

activate it in your TIA project




Enable OPC UA Server in TIA Project
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>

> General

" Accessibility of the se/ .er

[+ Activate OPC UA server
Server addresses

Address
ope.tep:i192.168.1.232:4840

Spektrum Engineering

Activate OPC UA Server for
selected PLC in Device
Configuration.

Make sure to follow security
setup instructions on the
following slides to avoid

unrestricted OPC UA access!




Enable OPC UA Server in TIA Project
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Multilingual support
Time of day

b Protection & Security
- OPCUA
General
- Server
General
Options
¥ security

Secure channel

User authentication|

General

OPC UA application name
Application name:
il General user management

Note:

[simaTC.57-1500.0PCUAApplication:PLC_Wain

User management via the project security settings is only enabled if the project status is set to protected with the settings

aptions of the securitysettings.

[¥ Enabie additional user management via project security settings

Spektrum Engineering

...user management via project
security settings is available only
in case the entire project is

protected!

- protect your TIA project &




Setting up OPC UA security mechanisms
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T e P e e e D T D Sl S T R M D S b A B e In addition, when accessing your PLCs remotely using OPC

Name

UA, it is more comfortable/securer to maintain your

certificates and users project-wide for all PLCs instead of

individually for every single PLC.

www.spektrum-engineering.de Spektrum Engineering 8
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Mutual Authentication

TCP/IP Ethernet
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OPC UA Server:
IP Adresse: XXX.XXX.XXX.XXX

OPC UA Client (Python):
IP Adresse: XXX.XXX.XXX.XXX
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Server needs to ,know” the client’s certificate and has to
have it marked as ,trusted” to accept the connection request.

Client presents its certificate to
server

TCP/IP Ethernet

Client needs to ,know“ the server’s certificate and has to have it Server presents its certificate to
marked as ,trusted” to accept the connection request. the server.
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Spektrum Engineering

Enable project wide certificate manager for
selected PLC

—> All PLC-specific certificates will be lost!

(may cause trouble with OPC UA clients if your PLCs are currently used

in existing environments)
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Setting up OPC UA security mechanisms
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Signature: | shal256RSA
Valid from: | October 06, 2020 08
Valid until: | October 06, 2037 12
Usage: | OPC U client
Subject Alternative Name Type Value
SAN)
A URI umfrezopeua
P 1
[<]

h selected.

e —— —
W i finctionality iz available
[# Use global security settings for certificate manager

Device certificates

ID | Common name of subject  Issuer Valid unil

cl

< il
| 5l certificate m_

In the PLC specific certificate manager create a new

certificate for the OPC Server!

(This creates a key pair)

For the Certificate Authority (CA) select one of the

suggested above (alternatively import your CA in the global

certificate manager, which is not part of this slide deck)

Spektrum Engineering
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Setting up OPC UA security mechanisms

Server Certificate
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Certificate manager

Global security settings

The global security settings for the certificate manager have been selected.
Full functionality is available_

[ Use global security settings for certificate manager

Device certificates
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O=Siemens, C=DE, CN=5i.

D Common name of subject
PLC-MainSiincos-Demo

|

Spektrum Engineering

Device specific certificate manager,

showing recently created certificate

—> Same certificate will be shown in

project wide certificate manager g
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www.spektrum-engineering.de Spektrum Engineering

Global certificate manager showing

recently generated certificate
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Server Certificate
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Server Certificate
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Setting up general PLC security mechanisms
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D= e o || General [ 10tags | Systemconstants | Texts
T —r— Cycle ~ Select the access level for the PLC. -
{9 settings Communication load
'!_n Users and roles Systern and clock memory Pmm——r— = Access permi. —
Security features ~|  simaC Memory Card = = Password =
~ [ Details view D SeEmdlesls Full access (no protection) v v
PLCalam: Read access v v T |
b Vieb server = " oo - e [
» Display ® No access (complete protection)
Name Multilingual support
Time of day

<

Protection & securty
Access level
Connection mechanisms
Certificate manager
Secunifcevent

OPCUA
General

¥ Server

] >

| &, PLC_Main

4_Portal view

| 4l cerificate m...

www.spektrum-engineering.de

No access (complete protectio
TIA Portal users and HMI applications will not have access to anyfunctions.

Mandatory password:
For full access, TIA Portal users need to enter the “full access® password.

Optional password:
A“read access” password can be defined for read access to all functions.
For access by HM applications, an “HWI access” pazswerd can be defined.

Spektrum Engineering

Using OPC UA server means connecting
the PLC to a network at the same time.
Therefore, disable unprotected access to
the PLC in any case by disabling
anonymous access without username and
password. Especially for Online Access,
Programming Access and for HMI Access,

as well!
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Setting up general PLC security mechanisms

‘E'? Topology view uﬁ_ﬁh Network view ‘mf Device view

¥ _] SRCSimatic57-Demo
B¢ Add new device
iy Devices & networks
» [ PLC_I0_1 [CPU 1212C ACIDCIRIY]

~ [/ PLC_Main [CPU 1511-1 PN]

Y pevice configuration
%] Online & diagnostics

» g8 Software units

» [ Program blacks

» [ Technology objects

b [} External source files

» [3 PLCtags

» [ PLC data types

» (5 Wiatch and force tables

» [ig Online backups

» [ Traces

» [i3 oPcuAcommunication

. Device proxydata

Program info

L. PLC supervisions & alarms

PLCalarm text lists
» [ Local modules
» [ Distributed 1i0
+ [} HMI_1 [KTP400 Basic PN]
JIY Device configuration
% online & diagnostics
¥ Runtime settings
» [ Sereens
» [[7] Screen management
+ | Deta

vi

Rail_0

<]

100% -

jrers, ararariill |

Device overview

¢! .. | medule Reck |slot

~ PLC_Main
» PLC Main_Interface_1
Ternperature Input

OO0 0000000000000 000000000O0

I E——

J General H 10 tags H System constants H Texts

|| Module |

‘g Properties |"_i.‘.|nfo [%] Diagnostics

» System diagnostics

Name

Device configuration
Online & diagnostics
Software units
Frogram blocks
Technology objects
External source files
PLCtags

PLC data types

Wiatch and force tables

Cnline backups

Password

PLCalarms

¥ Wieb server
(= Bieplay ]

General

Display protection

Automatic update
Password

Watch tables Password:

Userdefined logo Confirm password:

TP
Time of day

Time until automatic logoff:

[# Enable write access
[v Enable display protection
sssssese

2 minutes

» Protection & Security
» OPCUA

b Sicter nower cinnhs

4 Portal view

2y Connections

www.spektrum-engineering.de

Spektrum Engineering

Set a password for your PLC display when
“Enable write access” is activated (S7-

1500)!
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Installing OPC UA Python client

www.spektrum-engineering.de Spektrum Engineering 21



Installing OPC UA Python library into a virtualenv S E

Create a python virtualenv and install opcua, opcua-client and PyQt5 into using pip:

* pip install opcua opcua-client PyQt5

opcua — client library — https://github.com/FreeOpcUa/python-opcua
opcua-client — demo application — https://github.com/FreeOpcUa/opcua-client-gui
PyQt5 — GUI framework required by opcua-client — https://pypi.org/project/PyQt5/

[&5] C:\Windows\System32\cmd.exe

www.spektrum-engineering.de Spektrum Engineering 22


https://github.com/FreeOpcUa/python-opcua
https://github.com/FreeOpcUa/opcua-client-gui
https://pypi.org/project/PyQt5/

Installing OPC UA Python library into a virtualenv

SE

Install optional libraries to support cryptographic schemes which we have set up in TIA project:

pip install crypto cryptography

www.spektrum-engineering.de Spektrum Engineering
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Installing OPC UA Python library into a virtualenv S E

Install optional libraries to get full benefit using the opcua-client application

pip install pygtgraph numpy

[ea.] C:\Windows\System32\cmd.exe

www.spektrum-engineering.de Spektrum Engineering 24



Installing OPC UA Python library into a virtualenv

Test your installation by starting the demo application from within your virtualenv: opcua-client

DisplayName BrowseName Modeld

DataType

RRRRRR

www.spektrum-engineering.de Spektrum Engineering 25




Create client certificate for Python in TIA Portal

Project Edit View Insert Online Opticns  Tools \Mndnu\j P:iE\p 7 TD‘a"y Integrated p—
3 (% B seveproject - 5 M X s MO E R § coonline ¥ Gooffline | g 2 PO

Devices |; Topology view Hi-h Network view ‘mi Device view ‘ Options

¥ a5 E Voo || Create second certificate for

00 0 1 2 3 4 5 6 ¥ - Module Rack  Slot i ‘ Catalog
e Rail_0 0 100 [<search= ‘@

B Add new device S
W riter  profile: E

iy Devices & networks ~ Rz .
» W oo g client (this creates a key pair)

CA

5]

I Device configuration 4
2/ online & diagnostics
|88 Software units

Choose how the new certificate is to be signed:

() selfsianed

o s Fy—— Use same CA for server and

External source files
[ PLCtags [<[ 100% = —s— il <] CAnsme: | 1: Siemens TIA Project(fQThBZhtCka 110Ea-v ¥
=

PLC data types ‘Q Properties
lgzl Watch and force tables

e

Certificate parameter
[ Gnline backups J General H 10 tags ‘l E'itsln constal}tsW H Tfextsr ”‘7 - | . . fn I
18R Traces » General ~ : Enter the parameters for the new certificate ( ‘
i — ) Use global security setiings for certificate manager " I e n Ce r I I a e .
L& OPC UA communication D REERDETINC = EA Common name ofsubject: | PLCMain-Siincos-Demo-Client
Device proxy data Startup —
Signature: |sha256

% Program info Cyele Device certificates - -
PLC supervisions & alarms Communication load Valid from: | October 07 , 2020 09 01 PM [+]
PLC alarm textlists system and clock memory 1D | Common name of subject — Valid until: [October 07, 2037 12:00:00 AM__[+]
= s i
b W Locel modules SIMATIC Memory Card 4l 3 PLCMainsSiincosDemo O=Siemens, C=DE, CN=Siemens TIA Project(f{QThBZhtCka 110E0-vkDCg) Usage: | OPCUA client -
» [ Distributed 110 » System diagnostics i
b [ =] Subject Alternative Name Type Value

HMI_1 [KTP400 Basic PN] PLCalarms
Web server

(SAN)

URI urn:freeopcuasclient

Ungrouped devices

B ' In the field Subject Alternative Name, set
e T | i
concmemnas || [ the string as seen on the left. This is
Name hd OF;TJ(»"L."D. — |( ‘l =

General

required by the OPC UA Python client

Eonzrel Certificates of the partner devices JATFEE]nae
Options. = X o ]
> Securlty Note: The certificates of the partners may be needed to prove your authentication. Version: 7
Secure channel . . . .
library which we will use later in the

Diagnostics Commeon name of subject Issuer Valid until
Export Siemens TIA Project(fQThBZhtCka 110EovkDCg) O=Siemens, C=DE, CN=Si.. 10/612037
<] i A - Q |
4 Portal view Ovenview @ PLC_Main Centficate m_ T ST /as S p rOJ ect .

www.spektrum-engineering.de Spektrum Engineering 26



Create client certificate for Python in TIA Portal

C:\Users\johanneskinzig\git\SimaticS7 DemonstratonTIA-ProjectiSRC-SimaticS7-Demo\SRC-SimaticS7-Demo

Jfy Siemens -

Froject Edit View Insert Online

[3f ¥ Bl save project 3}

options  Tools

Window  Help

N E X 9ees S0 EE RS coonine f coorine | fg BB 25 (| [Frorpo ] % as

Devices

7l Certificate authority (CA)

i

~ ] SRCSimatic57-Demo
B¢ Add new device
£ Devices & networks

» [ PLC_I0_1 [CPU 1212C AC/DE/Rly]
~ [ PLC_Main [CPU 1511-1 PN]

IIY Device configuration

g8 Software units
[l Program blocks
[ Technology obje|
External source fi
[@ PLC tags

[ PLC data types
(&) watch and force
[ig Online backups
[ Traces

[ OPC UA commun

L Device proxydat
B4 Program info
[ PLC supervisions,

& PLC alarm textlis
» [ Local modules
» [ Distributed 110
» [ HMI1 [KTP400 Basil
» i3 Ungrouped devices

- &g Securitysettings

Name

%/ Gnline & diagnostics

A ([ < Users »

Organize v  New folder
Pictures

PublicSharing

[ This PC
B 3D Objects
I Deskiop
= Documents
& Downloads
D Music
&) Pictures
B Videos
5 SSD1 (C)
= 5502 (D)

File name:

Save as type: | Certificate - DER coded (.der)

A Hide Folders

[~ o

5

johanneskinzig

»~

v

Device certificates

Commen name of subject
PLC-Main-Siincos-Demo
PLC-Main-Siincos-Demo-Client

> git » SimaticS7Demonstrator >

Name

SRC-SimaticS7-Demo

SRC-SimaticS7-Demo.backup

PLC-Main-Siincos-Demo-Client_X.509 Certificate_3.der

Issuer

Siemens TIA Project(fQThBZhtCka 110Eo-vkDCg)
Siemens TIA Project(fQThBZhtCka 110Eo-vkDCg)

TIA-Project

Date modified

o

valid to

Tuesday, October 6,

Wednesday, October .. OFC UA client | server... Yes

Search TIA-Project

Type
File folder
File folder
save

Cancel

|5l Device certificates |3 Trusted certificates and root cert...

="

Used as Private key Method Respo...
OPC UA client | server . Yes RSA User
RSA User

>

| &l Properties

[%info w2 Diagnostics |

4 Portal view =3 overview

@ PLC_Main

w Certificate m...

www.spektrum-engineering.de

displaysble properties.

Spektrum Engineering

In the global certificate manager, the newly
created client certificate is shown. Export the
certificate (in der format — seen on this slide)
and the belonging private key (in pem format —
seen on next slide). Export by secondary-click
on the certificate. This key-pair will be used to

authenticate the client to the server.

M Export certificate % &

ey [fone ]
&= e e ke ente e e e e use
| 0 IR
| | 8
i Export H Cancel |
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Create client certificate for Python in TIA Portal

Siemens - C:\Usersjohannes|

Project Edit View Insert Online

5 hH sveprojer 5 Y

Options

X 9

iglgit\SimaticS7 DemonstratonTIA-Project\SR

maticS7-Demo'SRi

Tools  Window  Help

G G MG E R S coonline ¥ Gooffline -z [M B x - ]

maticS7-Demo

W2

Devices

‘_']U Certificate authority (CA)

H [l Device certificates

B

¥ ] SRCSimaticS7-Demo
B¢ Add new device
i Devices & networks
» [l PLC_I0_1 [CPU 1212C AC/DCIRIY]
~ [ PLC_Main [CPU 1511-1 PN]

Device certificates

Common name of subject

2]

w

PLCMa in-Siincos-Demo

n

FLCMain-Siincos-Demo-Client

IIY Device configuration

3/ nline & diagnostics

» [gg Software units
» [ Frogram blocks
» [3 Technology objec
= 4 ||« Users > johanneskinzig » git > SimaticS7Demonstrator »
» External source fi
» [3 PLCtags
a Letan Organize Newfolder
» L& PLCdata types N
» [5 watch and force ¢ Pictures A MName
» [ Online backups i
- E PublicSharing SRC-SimaticS7-Demo
» |2 Traces .
+ [ OFC UA communt I This PC SRC-SimaticS7-Demo.backup
» [§j Device proxydatg ¥ 3D Objects
Program info B Deskiop
PLC supervisions )
5] PLC alarm tes lis [&] Documents
» [@ Local modules & Downloads
» [ Distributed 1i0 D Music
» 5 HMIL1 [KTP400 Basi pict
=] Pictures
» i3 Ungrouped devices
T B Videos
settngs 155 55D1(C)
ers and roles. - 5500 (1)
Security features @
File name: | PLC-Main-Siincos-Demo-Client_X.509 Certificate_3.pem
Save as type: | Certificate - PEM coded (*.pem)
MName
A Hide Folders

Issuer

Siemens TA Project(fQThBZhtCka 110Ea-vkDCg)
Siemens TA Project(fQThBZhtCka 110Ea-vkDCg)

TIA-Project

Date modified

Valid to

Type Size
File folder
File folder

Save

Tuesday, October 6, .
Viednesday, October

Cancel

H_‘;LTlusted certificates and root cert...

=

Used as Private key Method Respo.

OPC UAclient/ server... Yes RSA User

OPC UA client | server_. Yes RSA User
B

‘Q. Properties

I

%} Info yHﬂ Diagnostics |

4 Portal view Overview

@ PLC_Main

www.spektrum-engineering.de

displayable properties.

Spektrum Engineering

Now export the private key and include the
certificate chain. We will be using this certificate
in our client application — which might run
unattended — therefore we will not protect the

private key with a password!

I Export certificate <&

E Include certificate chain (in the export)
E Include private key (in the export)

Encryption for private key |[ERE -

| | Cancel
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Limit access to clients on PLC

74 siemens - C:\Usersjohanneskinzig\git\SimaticS7 DemonstratoriTIA-Project\SRC-SimaticS7-Demo\SRC-SimaticS7-Demo

Project Edit View Insert Online Options Tools Window Help

55 (% ] sevepreiect | & X O:cs MR DR coonie F coofine g2 MM ¥ S (1]

*

B2

Project tree

[& Topology view |g Network view _|[If Device view ||

s =] Device overview
¢ | Module Rack | Slot

i

d [roveniusaml =) 5 B (g2

v L sResimatics7Demo 5 100 ]
B Add new device 100 (] 1 2 3 4 5 6 0 0
gy Devices & networks Rail.0 « PLC Main A a E
L » PLC_Main_Interface_1 0 1%
i Temperature Input 0 2
[IY Device configuration - 3 5
18] Online & diagnostics v 0 B
» |5 Software units g z
» =gl Program blocks 3 3
» [ Technology objects T =
» [} Extzmal source files o 5
I s
» & PLC tags o o
> _E nCdata types <] il [] [100% - —— & [<] il
» [53 Wiatch and force tables < - PR " S
» [ Online backups |d Properties  [iinfe | % Diagnostics |
I <
¥ g Traces J General H 10 tags H System constants H Texts
» i3 OPC UA communication ' e : — ]
enera ~
» ead =
; ¥ PROFINET interface [X1] Trusted clients
8 . Startup
L PLC supervisions & alar e o The global security settings for the certificate manager have been selected.
51 PLC alarm text lists yele Full functicnality is available.
» [l Local modules Communication load To allow a connection to the server to be established for specific clients, their certificates can be added to the following list of trusted clients. To allow any client to establish a connection, you can
e systern and clock memory enable the *Automatically accept all client certificates during runtime” option
» [ Distributed 110 SIMATIC Memons Card
» [ HMI 1 [KTP400 Basic PN] N ()‘(;m magn;mr
» [k Ungrouped devices - =
% ngn; etting PLCalarms 1D Common name of subject Issuer valid until
e S S S 5
s » Web server PLCMain-Siincos-Demo-Client 0O=Siemens, C=DE, CN=Siemens TIA Project(fQThBZhtCka 110E0-vkDCg) 10/712037
i'i:'U ol » Display
sers and roles =
T‘ I Multilingual support b
Time of day

hd ‘ Details view 5 o
= Protection & Security

J Module Access level

Connection mechanisms.

Certificate manager
Security event
OPCUA

evice configuration

.
4
[

8@ Software units General

=g Program blacks - Server

(% Technology objects General

External source files Options 0
- Security

L& PLCtags
(&) PLC data types
531 Watch and force tables

Secure channel

[] Autemarically accept client certificates during runtime

User authentication

The PLC permits access to clients which provide

the recently created client certificate.

Add this certificate to the PLC “Trusted clients”
and disable “Automatically accept client
certificates during runtime” to prevent clients
from connecting which do not present a proper

certificate to the PLC.

(& Online backups v} Diagnostics

{ Portal view Overview | £ PLC Main |l cerificate m_..

www.spektrum-engineering.de Spektrum Engineering

Download the project to the PLC and set it to
Run Mode.
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Connect to PLC using Python Client Library

o
52

[ opc.tepiffoPCUsern1: 11223344k 2192. 168.1.232:9840

C:/Usersfiohanneskinzig/git/SimaticS 7Demonstrator /TIA-Project/PLC-Main-Siincos-Demo-Client-keypair . pem

Select private key

Close

Interval ]

~ | |Connect options Connect Disconnect
Attributes f X
DisplayMame BrowseMame MNodeld
[N ConnectionDialog falue DataType
I Query server capability
Security Policy Basic2565ha256 ~
Message Security Mode SignAndEncrypt v Refresh
& X

C:/Users fiohanneskinzig/git/Simatics 7Demonstrator [TIA-Project/PLC -Main-Sincos-Demo-Client-Cert. der Select certificate

Events Subscriptions

0.2 0.4

References Graph

0.6 0.3

vadient.uadlient - INFO - Transport Profile URT: http: {fopcfoundation.org/UA-Profile [Transportjuatcp-uasc-uabinary')
vadient.uadient - INFO - Security Level: 657

uadient.uadient - INFO - ")

uvadient.uadient - INFO - Endpoint 2:)

uadient.uadient - INFO - Endpoint URL: opc.tep: /192,168, 1, 232: 45407

uadient.uadlient - INFO - Application URL: urn:freeopcua:client’)

uadient.uadient - INFO - Product URL: https:/fwww.siemens. com/s7-15007)

vadient.uadient - INFO - Application Name: SIMATIC.57-1500.0PC-UA. Application:PLC_Main')

uadient.uadlient - INFO - Application Type: ApplicationType.Server’)

uadient.uadlient - INFO - Discovery URL: opc.top: /192, 168, 1,232: 48407

uvadient.uadient - INFO -
2020-10-06 18:23:39 - 2037-10-05 22:00:007

uadient.uadient - INFO - Security Mode: MessageSecurityMode, SignAndEncrypt’)

uadient.uadient - INFO - Security Policy URI: http:/jopcfoundation. org/UASecurityPolicy #Basic2565ha2567)
vadient.uadient - INFO - User paolicy: Username’)

uadlient.uadlient - INFO -  Token type: UserTokenType.UserName')

uadient.uadlient - INFO -
uadient.uadlient - INFO -
uvadient.uadient - INFO -
uadient.uadient - INFO -7)

Security Policy URL: http:/fopcfoundation.org/UA SecurityPolicy #Basic128Rsa 157
Transport Profile URI: http:/fopcfoundation.org/UA-Profile /Transportjuatcp-uasc-uabinary’)
Security Level: 1157

Server Certificate: commonMame =PLC-Main-Siincos-Demo, countryMName =DE, organizationMame =Siemens, issuer: commonMame=Siemens TIA Project(fQThBZhtCka1I0Eo-vkDCg), countryMName =DE, organizationName =Siemens,

www.spektrum-engineering.de

Spektrum Engineering

Start the OPC UA Python client as described before.
In the address field type the URL in the following

format:
opc.tcp://<username>:<password>@<ip-address>:<port>
For example:

opc.tcp://OPCUser01:11223344Ki@192.168.1.232:4840

Click on “Connect options” and then on “Query
server capability” to get recommended connection

properties.

Set your client certificate and client private key!
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Connect to PLC using Python Client Library

FreeOpeUa Client

Actions

[ opc. tep: /OPCUser01: 112233446 @192, 1681, 232:4840

DisplayName
~ M Root
v [ Objects
@ server
. DeviceSet
~ @ PLC Main
lean
DeviceManual
DeviceRevision
HardwareRevision
Manufacturer
Model
RevisionCounter
SerialNumber
SoftwareRevision
@ Counters
~ @ DataBlocksGlobal

Icon

@ DataBlockslnstance
EngineeringRevision
® nputs
@ Wemory
QperatingMode
OrderMumber
. Qutputs
@ Timers
B Tpes
B Views

. HMI_Interchange

BrowseName
0:Root

0:Objects

0:Server
ZiDeviceSet
2:PLC_Main

O:lcon
2:DeviceManual
2:DeviceRevision
2:HardwareRevision
2:Manufacturer
ZModel
2:RevisionCounter
Z5erialNumber
2:SoftwareRevision
3:Counters
3:DataBlocksGlobal
O:lcon
3HMI_Interchange
3:DataBlocksinstance
3:EngineeringRevision
Zinputs

3Memory
2:0peratingMode
3:0rderNumber
3:0utputs

3:Timers

0:Types

0:Views

uadient.uadient - INFO - ')

Uadient, uadient - INF0 - Security Level: 1197

johanneskinzig/git/Simatics TDemonstrator /TIA-Praject/PLC-Main-Sincos-Dema-Client-keypair. pem’)

opcua. dient.client - WARNING - Requested session timeout to be 3600000ms, got 30000ms instead’)
uadient.graphwidget - INFO - Variable cannot be added to graph because it is of type UInt16 or an array’)
uadient.graphwidget - INFO - Variable cannot be added to graph because it is of type UInt15 or an array’)
uawidgets.attrs_widget - INFO - Writing attribute Attributelds.Value of node ns=3;s="HMI_Interchange". "fan1_powel

= [m]
Close the “C tion Dialog” and click
ose the Lonnection Vialog and ClICK on
~ | Connect options Connect Disconnect
Attributes g x
Nodeld = " C t ”
=84 Attribute N Value DataType ~ onnect .
=85 DisplayName fan1_power LocalizedText
122253 Historizing False Boolean
ns= 25001 IsAbstract False Boolean
3espLC MinimumSamplinglnterva -1.0 Double
s NodeClass Variable Int32
ns=3i=5201 Modeld ns=3;5="HM|_Inte Nodeld
=DeviceManual UserAccessLevel CurrentRead, ...  Byte ) .
— et You'll be presented with the OPC UA XML tree
ns=3;s=HardwareRevision v Value Boolean
Value False Boolean
ns=3;s=Manufacturer
Model Server Timestamp Mone DateTime
=Maode
Source Timestamp 2020-10-08T16:51:( DateTime d b s I M ATI C P LC
e fessenCounter served by your !
ns=3;s=5erialNumber WriteMask Ulnt32
ns=3;s=SoftwareRevision g
ns=3;s=Counters Refresh
ns=3s=DataBlocksGlobal
202 Graph g X
HMI_Interchange” =
=DataBlocksInstance
. . | You can read/write only these variables/tags you
ns=3};s=EngineeringRevision
ns=3s=Inputs s
ns=3;s=Memory '
.
=OperstingMode h t d t TlA t I
ering 0 ave granted access to In ortal!
ns=3;s=OrderNumber
ns=3;5=0Outputs 0.4
ns=3;s=Timers
i=86 0z
=87
EIIZI 0.2 0.4 0.6 0.8 1
Events  Subscripions  References  Graph
g X
A
uadient.uaclient - INFO - Connecting to opc. top: /fOPCUser0 1: 11223344G@ 192, 168, 1, 232:4840 with parameters SignAndEncrypt, Basic2565ha256, C:/Usersjohanneskinzio/ait/Simatics 7Demonstrator /TIA-Project/PLC-Main-Siincos-Demo-Client-Cert.der, C:/Users/
with value: DataValue(Value:variant(val: True, type:VariantType.Boolean), StatusCode:StatusCode(Good)))
uawidgets. atirs_widget - INFO - Writing attribute Atiributelds. Value of node ns=3;s="HMI_Interchange", "fan1_power" with value: DataValue(Value:variant{val:False, type:VariantType Boolean), StatusCode:StatusCode(Good))) v

www.spektrum-engineering.de
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Browse data blocks on PLC

You can access only the variables/tags you have allowed access to in TIA portal!

= _“*"‘ = E ‘I‘" Keep actual values Jn Snapshot ™% EL Copysnapshots to startvalues |- Eg,_ Load start values as actual values Wy, B,
HMI_Interchange

Mame Data ty... Startwval.. Retain Accessible frorn HMIIOPC UANWeb AP Writable frorm HMIIDPC UAMNEeD API Visible in HMI engineering Setpoint Su

1 <@ ™ Static

2 |4 m templ_deg_c Real 0.0 [l [+ [l [+ (|
ERE- T temp2_deg_c Real 0.0 Il [ Il ™) )
4 4qQ = current_maA Uint 0 D @ D E |:|
5 4qnm. fanl_rpm Ulnt 0 Il v [l ™) )
6 anm fan2_rpm Ulnt 0 Il v Il ™) )
7 0w fanl_status Bool false ) v [l ™) )
g 40 = fan2_status Bool false Il v ) ™) )
O |41 = fanl_error Bool false Il v [l ™) )
10 <41 = fanZ_error Bool false [l [ Il ™) )
11 < = fan1_power Bool false D @ @ E |:|
12 g = fan2_power Bool false EI @ @ E |:|
12 g = wirt_blue_led Bool false |:| E D E |:|
14 g = virt_green_led Bool false [l [+ [l [+ (|
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read in your web browser

Spektrum Ingenieurgesellschaft mbH

Web: https://siincos-remote-connect.de
Mail: siincos@spektrum-engineering.de B SRl § i,
m linkedin.com/company/siincos/ E] S cpiting eptlaln e Lo e

l@l instagram.com/spektrum.engineering/
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https://siincos.de/index.php/de/blog/steuerungstechnik/programmierung/31-auslesen-prozessdaten-s7-1200-s7-1500-opc-ua-und-python

